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I. Introduction
There is no doubt that online consumer privacy has
taken center stage in the Internet public policy arena.'
The technological developments that fueled the rise
of e-commerce also afford companies greater abilities
to collect, store, transfer, and analyze vast amounts of
data from and about consumers.2 This phenomenon
is a primary concern to online businesses because
consumers' apprehensions about misuse of their personal
information pose a significant obstacle to the continued
growth of e-commerce. Consumers around the world
are not, as Scott McNealy advises, "getting over" their
vanishing sense of privacy.4 The difficulty in solving the electronic privacy problem, however, lies in
determining how to allay consumer concerns and ensure
adequate protection of personal data in a manner that
does not seriously disrupt the seamless and efficient
world of e-commerce.
Of course, this problem is by no means solely
national in scope. 5 And Canada, in fact, is the most
recent nation to enact legislation to address consumer
privacy concerns. 6 This development is significant
because it may ultimately prefigure similar legislation
at home. 7 It is of more immediate import, however,
because of its impact on American businesses. Because
Canada is our largest trading partner, 8 changes in
Canadian law imposing costs on doing business in that
country have serious consequences for American businesses. To put the extent of our trade with Canada in
perspective, consider that U.S.-Canada trade exceeded
four hundred billion dollars in 2000.' This figure
means that our trade with Canada is roughly equivalent
to our combined trade with Japan, China, Germany,
and the United Kingdom.' °
Canada's Personal Information Protection and Electronic Documents Act ("PIPEDA" or "Act") became
effective in January 2001. Its central purpose is to balance the privacy interests of individuals in their personal
information against the interests of organizations in
the collection, use, or disclosure of such information." To achieve this end, the Act establishes rules to
govern how private sector entities handle Canadians'
personal information during the course of commerical
activities. The requirements of PIPEDA extend to
all entities-including foreign ones-that collect the
personal information of Canadians.
Because the requirements PIPEDA imposes on businesses become effective in stages,12 its impact on Ameri-

can businesses will not be immediate. PIPEDA now
applies to personal information (except health information) that is collected, used, or disclosed in the course of
a commercial activity by a federally regulated entity."
Currently in effect are also requirements responsive
to the growing trade in personal information (i.e.,
where personal information is itself a commodity). 4
In 2002, the requirements imposed by PIPEDA will
15
extend to encompass all personal health information.
PIPEDA will ultimately extend to the collection, use, or
disclosure of all personal information in the course of
any commercial activity within a province in 2004.16
This change in Canadian law carries significant
consequences for the general business practices of
American companies that conduct, or may conduct,
business with Canadians. It is therefore crucial for
lawyers with clients collecting personal data on- and
offline to familiarize themselves with its requirements in
order to counsel clients effectively about their current
and future obligations under this privacy legislation.
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greater abilities to collect, store, transfer, and analyze
vast amounts of data from and about consumers. This
phenomenon is a primary concern to online businesses
because consumers' apprehensions about misuse of their
personal information pose a significant obstacle to the
continued growth of e-commerce.

Toward that end, this Article provides a descriptive
review of PIPEDA, paying particular attention to the
requirements it imposes on American businesses that
collect Canadians' personal information. As a backdrop
for discussion of PIPEDA, Section II briefly sketches
the protections of consumer privacy currently provided
in the United States, the European Union ('E.U."),
and Canada (prior to enactment of PIPEDA). Section III provides an in-depth discussion of the history,
terms, and enforcement scope of PIPEDA, paying
special attention to the implications of its provisions
for American businesses. Lastly, Section IV suggests
specific business processes that American businesses
should adopt to be in compliance with the Act.
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be accurate.23 Second, companies are required to give

notice of the purposes fo: the data collection to the
individuals whose data iscollected. 24 In some cases, the
Governments worldwide, as well as private enterprises,
Directive provides that individuals may prevent com25
have taken varying approaches to address consumers'
panies from using collected data for.certain purposes.
concerns raised by technologies which enhance busiThird, the Directive provides that companies must
nesses' abilities to collect, store, transfer, and analyze
adhere to special provisions when collecting or using
personal information. To better understand PIPEDA,
sensitive data.26 Fourth, data, processing organizations
it is important to situate the Act in an appropriate
that fail to comply with the Directive may be subject
international context.
to sanction.27
At the outset, it is important to appreciate that most
Because the E.U. Directive imposes stringent data
international privacy law (including PIPEDA) is based
protection requirements on its member countries
upon the Guidelines on the Protection of Privacy and
(reflecting the value it places on personal privacy), it
Transborder Flows of Personal Data promulgated by the
should not be surprising that it disallows the free-flow
Organization for Economic Co-operation and Develof personal data between E.U. countries and those
opment (the "OECD") in 1980.17 These guidelines
that afford personal data less protection. The Direcrepresent an early effort by member countries to
tive provides that for personal data to flow into nonharmonize their data protection laws, with an aim
E.U. countries, they must provide it "adequate protectowards enhancing their ecotion," i.e., protection equal to
nomic and social relations. 8
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data collection.
from E.U. member states to
Canada without additional "contractual or other bindA. The E.U. Data Protection Directive
ing provisions" able to provide a level of protection
The European Union's Directive on the Protection ofIndividucomparable to the "E.U. Directive. Companies that
als with Regard to the Processing ofPersonalData and on the Free
implement procedures to comply with PIPEDA may
Movement of Such Data (the "Directive") is the benchmark
therefore still encounter additional difficulties when
legislation regarding the protection of personal informacollecting, using, or disclosing the personal data of
2
tion in the international arena. ' The Directive, which
E.U. citizens.
was passed in 1995, establishes minimum thresholds for
the protection of personal data that every E.U. member
B. U.S. Laws Addressing the Protection of Personal
state must implement.2 2 The Directive's protections
Information
and restrictions on the use of personal data represent
The United- States has not enacted an overarching
the most stringent rules regarding the collection, use,
scheme to address the handling of personal information
and protection of personal data currently in force.
by businesses. By contrast to the E.U. and Canada,
A detailed discussion of the Directive is beyond
the U.S. has thus far regulated the collection and
the scope of this Article, but some of its highlights are
use of personal data by (1) enacting narrow privacy
important to keep in mind. First, under the Directive,
legislation addressing particularly sensitive kinds of
companies are permitted only to collect and store
personal data, (2) expanding the reach of pre-existing
personal data for specific purposes and such data must
consumer protection laws; and (3) by relying on industry self-regulation.
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Generally, U.S. law permits businesses' to collect
and use personal information freely. As a matter of
constitutional law, U.S. citizens have no privacy interest
in personal information they convey voluntarily.29 In
particularly sensitive circumstances, however, U.S. law
protects individuals' privacy interests in their personal
information. Federal legislation affords protection
to the personal information of children," ° healthcare
data,31 and financial information. 2 U.S. law additionally prohibits wrongful interceptions of electronic
communications, 33 as well as wrongful disclosures of
stored communications.3 4 A smattering of U.S. laws
also protect personal information revealed through
credit reporting,35 polygraph testing, 36 and even video
37
renting.
In the U.S. consumer protection laws have become
the most significant means of protecting individuals'
privacy interests in their personal information. The
Federal Trade Commission ("FTC"), under its mandate
to redress deceptive and unfair trade practices, is the
central federal authority protecting consumers' privacy.
However, the FTC protects consumers' privacy in the

call for substantive legislation, 43 the FTC still appears
to view industry self-regulation as the optimal solution
to the problem of ensuring adequate protection of
consumer privacy online.4 4

C. Canada's Response to Consumer Privacy
Concerns Prior to Enactment of PIPEDA
The E.U. and the U.S. represent opposite ends of
the spectrum of possible approaches to protecting
consumer privacy. Canada, by contrast, has historically taken a moderate approach towards this issue.
Canada has long regarded individual privacy as a
fundamental right. The Supreme Court of Canada has
held that respect for individuals' privacy is essential to
any conception of freedom. 4 Even before enactment
of PIPEDA, Canada has expressed a willingness to
protect personal information in the public and private
sector.4 6 Canadian law as early as the 1970's recognized
that individuals should have the ability to control their
personal information as a "human right."47
Recently, Canadian courts have begun to recognize
the violation of an individual's privacy as a freestanding
tort.4 8 In Canada, privacy
rights have been traditionchange in Canadian lw carries significant consequen ices forthe general business
ally asserted through propTHIpractices
of American companies that conduct, or may conduct, business with
erty-based torts, such as

S

Canadians. It istherefore crucial for lawyers with clients collecting personal data on- and offline

trespass or nuisance. How-

to familiarize themselves with its requirements in order to counsel cli ents effectively about their

ever, Hunter v. Southant, Inc.,

current and future obligations under this privacy legislation.
most indirect (and fleeting) of ways: its vindication of
consumers' privacy rights is dependent upon companies'
violations of their own stated privacy policies under
the theory that such violations constitute deceptive
trade practices.3 8 The FTC additionally has express
jurisdiction to regulate the protection of non-public
financial information and children's information.
To date, consumers' personal information receives
the greatest protection in the U.S. through industry
self-regulation (aided by third-party privacy advocate
organizations).3 9 The most prominent (and promising)
self-regulatory privacy initiative has been the development of online privacy "seal programs."40 These programs require their participants to adopt fair informa41
tion practices and to submit to compliance monitoring.
These programs, however, have not yet established a
significant presence on the Internet.4 2 Despite a recent

held that a reasonable expectation of privacy exists independently in a free and dem49 The provinces of New Brunswick,50
ocratic society.
British Columbia,5 1 Manitoba,5 2 Newfoundland,53 and
Saskatchewan 5 4 all have recently created a freestanding
tort of invasion of privacy by legislative action.

I. Protection of Personal Information Held by
the Public Sector
Canada's protection of personal data has evolved most
fully, perhaps, with respect to public entities holding
personal data. The Privacy Act, enacted in 1985,
regulates the collection and use of personal information
by the federal government and its agencies."5 Most
provinces and territories also have separate laws which
govern the use of personal information by public sector
entities under their jurisdictions.5 6 Apart from their
substantive provisions, the Privacy Act and the similar
laws of the provinces establish a number of government
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Quebec Act imposes obligations on private entities
privacy commissioners and ombudsmen. These privacy
collecting, using, or disclosing personal information in
laws are important because they establish a "baseline"
that province which are similar to the requirements of
of protection of personal information carried into the
PIPEDA. The Quebec Act, in pertinent part, requires
private sector by PIPEDA.
that covered entities: obtain consent (where appropriate) from individuals whose personal information is
2. Protection of Personal Information Held by
collected or used; institute security measures to restrict
Sector
the Private
access and prevent the theft of personal information;
PIPEDA is also an outgrowth of prior voluntary efforts
and use personal information only for the specified purto regulate personal information in the private sector.
poses for which consent was obtained. 66 The Quebec
Much of PIPEDA is based upon ten privacy principles
Act also has specific provisions for handling sensitive
originally set forth in the Canadian Standards Assoinformation.6 7
ciation ("CSA") Model Code for the Protection of
The Commission d'acc~ss 'al'information du Quebec
Personal Information. 5 The CSA is an organization
is charged with enforcing the provisions of the Quebec
focused mainly on improving public safety (e.g., the
Act. In essence, it is a provincial office which accepts
CSA certification logo appears on most electronics in
and investigates complaints regarding private businesses'
fashion similar to that of the Underwriters Laboratories
compliance with the Act. 68 Companies subject to the
logo). The CSA's ultimate goal was to include personal
Act must cooperate with the Commission to resolve
data protection in the International Organization for
complaints. Failure to comply with the Act may result
Standardization's quality management requirements
58
in the imposition of significant monetary penalties
(ISO 9000 series). However, the CSA's Model Code
(between one and ten thousand Canadian dollars for
ultimately established a set of suggested privacy norms
59
law.
of
force
the
initial offenses, and between ten and twenty thousand
not carrying
69
dollars for subsequent offenses).
While the CSA's Model Code was not mandatory, it
did mark a milestone in Canada's approach to protecting personal data. Its principles have had a powerful
influence on all subsequent efforts to protect personal
information in that country. For example, the Uniform
Law Conference of Canada promulgated a uniform data
protection act consistent with the CSA's Model Code in
1995.60 Furthermore, in 1998, the Canadian Association
of Internet Providers established a model self-regulation
code based on the CSA's principles, 6 ' similar to that
established by Canadian phone companies in 1996.62

More importantly, the principles of the CSA's Model
Code were ultimately incorporated (with modifications)
into PIPEDA.63
3. The Quebec Act
PIPEDA does not, it must be noted, reflect the first
comprehensive regulatory effort in Canada to protect
personal information in the public sector. Since 1994,
Quebec has regulated (within its borders) the collection, use, and disclosure of personal information by
private companies. Quebec's Act Respecting the Protection
of PersonalInformation in the Private Sector ("Quebec Act")
remains in force 64 and governs personal information
in Quebec irrespective of methods used to collect
the information or the media used to store it. 65 The

III.
History, Requirements, and Enforcement of
PIPEDA
A. Background
PIPEDA is an integral part of Canada's Electronic Commerce Strategy announced by Prime Minister Chr~tien
in September 1998.70 The purpose of this initiative is to
recreate in "cyberspace the same expectations of trust,
confidence and reliability that now exist in everyday
commerce."'" Although the bill that became PIPEDA
was hotly debated by the Canadian Parliament, 72 it
ultimately received Royal Assent to become law on
73
April 13, 2000.
PIPEDA effects significant changes in how private
sector entities collect, use, and disclose Canadians'
personal information. The Act's stated purpose is
to establish rules governing the collection, use, and
disclosure of personal data that balances the needs
of organizations to collect, use, and disclose such
information for reasonable purposes against individuals'
privacy interests in their personal information.7 4 To
attain this objective PIPEDA provides a complex set
of rules that businesses must follow when collecting
Canadians' personal information.
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PIPEDA is composed of two parts. The first Part of
the Act regulates the collection, use, and disclosure of
personal information. PIPEDA's second Part addresses
general uses of electronic communications and electronic evidence.7" Our concern here is only with the
first Part of the Act.
B. The Breadth of PIPEDA
The broad scope of PIPEDA immediately signals that
it will have far-reaching consequences for businesses
collecting and using Canadians' personal information.
The Act's requirements affect all businesses collection,
use, or disclosure of personal information in the course
of commercial activities.76 "Personal information" is
defined broadly by the Act as any "information about
an identifiable individual," excluding business contact
information. This sweeping definition means that
vast amounts of information-everything from an
individual's medical records to his or her personal
opinions-may fall within the scope of the Act.78
Under Canadian law, information about membership
in certain groups may also constitute the personal
information of individual group members.79
To come within the purview of the Act, use of
personal information must also occur during the course
of a commercial activity. PIPEDA defines commercial
activity as "any particular transaction, act or conduct
that is of a commercial character, including the selling,
bartering or leasing of donor, membership or other
fundraising lists."8" Here, once again, PIPEDA casts
a wide net: this definition appears to include nearly
all forms of commercial activity.8 Accordingly, the
Act's definition is even broader, it would seem, than
the "preponderant purpose" test generally relied on
by Canadian courts to determine whether an entity is
82
engaging in commercial activity.
The meaning given the term "record" by PIPEDA
also has far-reaching consequences for businesses collecting personal data by expanding the Act's scope.
Under the Act, records include any correspondence,
memorandum, machine-readable record, or any other
documentary material, regardless of physical form or
characteristics, and any copy thereof. 83 This definition,
when viewed in terms of PIPEDA's statutory requirements, implies that covered entities must monitor all
of their files, regardless of the form of storage, which
may contain personal information.84
Two additional aspects of PIPEDA signal its broad

reach. First, the Act does not exempt from its consent
requirement businesses that have gathered (but not
used) Canadians' personal information prior to the
date on which the Act became effective. Therefore,
businesses that currently possess and expect to use
Canadians' personal information in the future must
immediately comply with the terms of the Act. Secondly, and no less importantly, the Act contains no
exemption for non-Canadian entities which collect
Canadians' personal data. Thus, non-Canadian businesses which collect personal information in Canada, or
collect any information on Canadians in the course of
commercial activity, are likely subject to the requirements imposed by PIPEDA8
The sheer breadth of PIPEDA demands that it be
implemented in a series of stages.86 As stated earlier,
PIPEDA currently applies to all collection, use, or
disclosure of personal information in connection with
a "federal work, undertaking or business," or where
disclosures of personal information are made outside of
a particular province for "consideration."87 Generally
speaking, if a commercial organization is subject to any
part of the Canada Labor Code or the regulation of
Parliament, it is considered a "federal work, undertaking
or business."88 Therefore, enterprises such as airlines,
banks, broadcasting, or other industries that are not
wholly situated within a single province, constitute
"federal works."8 9 Next, in 2002, the requirements of
PIPEDA will be imposed on private sector entities collecting personal health information. Lastly, in 2004,
the Act will become fully effective and will govern all
private sector entities under Canadian jurisdiction. 91

C. Application of PIPEDA
PIPEDA creates new and significant obligations for
private sector entities that transact business in Canada.
Pursuant to the Act, an organization may collect, use,
or disclose personal information for purposes that a
reasonable person would consider appropriate under the
circumstances.92 When collecting, using, or disclosing
Canadians' personal information in the course of a
commercial activity, or when such information is about
an employee of a covered organization, the Act requires
compliance with ten specific obligations. 93 These ten
data protection principles contain both mandatory
obligations that must be complied with as well as recommended practices that should be adopted. 94 These
principles represent the operative core of PIPEDA, and
each one is discussed in detail below.

J ULIANA

M.

SPAETH,

MARK

J.

PLOTKIN,

AND

SANDRA

C.

SHEETS

lected. °2 Furthermore, when personal data in the hands
of organizations is put to new uses-i.e., not previously
identified uses-the new use must be disclosed to
the data subjects prior to such new use (unless the
new purpose is required by law). This requirement
means, in effect, that further consent must be obtained

I. Accountability

The first of PIPEDA's principles, accountability, mandates that entities are responsible for all personal information under their control. Therefore, an entity must
designate an individual (or individuals) who will be
accountable for its compliance with the Act's substantive requirements.95 Covered
entities that transfer personal
is
an integral part of Canada's Electronic Commerce Strategy
information to third parties
Aannounced by Prime Minister Chrtien in September 1998.
H
are further required to use
contractual or other means
The purpose ofthis initiative isto recreate in "cyberspace the same expectations oftrust, confidence
to ensure that those parties
and reliability that now exist in everyday commerce."
provide a level of protection
for the data similar to that
from the data subjects before organizations put their
demanded of covered entities.9 6 This requirement
10 3
personal information to new uses.
means that American businesses receiving, processing,
or otherwise contracting for the personal information
3. Consent
of Canadians should expect to find themselves required
PIPEDA's consent principle requires that an individual
to comply with PIPEDAs principles. 97
must have knowledge of and consent to the collection,
In addition to the mandatory obligations imposed by
10 4
use, or disclosure of his or her personal information.
the accountability principle on businesses, the Act also
However, in some limited circumstances, PIPEDA
recommends that businesses adopt privacy-enhancing
provides that it is permissible to collect, use, or dispolicies and practices that have certain features. First,
close personal information without the knowledge and
organizations should implement procedures to protect
consent of individuals.'0 5
personal information. Secondly, organizations should
establish procedures to receive and respond to coma. Obtaining Valid Consent
plaints and inquiries regarding the collection or use of
Informed consent by the individuals from whom data
personal information. Thirdly, organizations should
is collected represents a general prerequisite to the
train employees to comply with all privacy procedures
and communicate information about the company's policollection, use, and disclosure of personal information
under PIPEDA.' °6 Consent will most likely be sought
cies and practices to them. Lastly, organizations should
distribute to their employees information explaining
by the organizations collecting personal information
98
procedures.
and
at the time that the data is initially collected.10 7 Under
their personal data policies
certain circumstances it is permissible under PIPEDA
(and companies may choose to pursue this route) to
2. Identifying Purposes
gain consent to use or disclose the data for particular
The second privacy principle mandates that organizapurposes after it has already been collected but prior
tions must inform data subjects of the purposes for
the collection of their personal information, either
to the desired use or disclosure.0 8
According to PIPEDA, "consent," means, in effect,
before or after the information is collected.99 This
"knowledge
and consent."0 9 Therefore, in order to
identification requirement may be satisfied either orally
make an individual's consent meaningful, the purposes
or by writing, depending on the manner in which the
for which his or her personal information has been
information is collected.' For example, it makes sense
collected, used, or disclosed must be conveyed in such
that identification be given orally when data is gathered
over the phone and by written means when personal
a way as to be reasonably understandable." 0 PIPEDA
expressly provides that an organization may not impose,
information is collected via the Internet.'0 '
as a condition on providing a product or service, a
The identifying purposes principle also requires
requirement that an individual consent to uses of his
that organizations must document adequately the
or her data beyond that required to satisfy the- specipurposes for which the personal information is col-

A
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fied purpose for which the information was initially
collected."'
In determining how to secure individuals' consent
to the collection, use, or disclosure of their personal
information, it is crucial that organizations take into
account the sensitivity of the information." 2 Some
personal information (e.g., medical records and financial
records) is obviously sensitive; but other information
can be deemed sensitive based on the context in which
it is revealed." 3 When the information is likely to be
considered sensitive, an organization should generally
seek express consent." 4 When the information is less
sensitive, implied consent may be appropriate.' 5 It
be should noted, at this point, that aside from the
individual, PIPEDA provides that his or her representative (e.g., a legal guardian or a person having power of
6
attorney) may consent on behalf of the individual."
However, the Act expressly prohibits obtaining consent
through deception. 7
The process by which consent is obtained must
take into account the reasonable expectations of the
individual." 8 For example, an individual purchasing a
magazine subscription should reasonably expect that
the organization, in addition to using her name and
address for mailing and billing purposes, would also
solicit her for a renewal of the subscription." 9 It is
therefore reasonable in this situation for the organization to assume that the individual's subscription request
constitutes the individual's consent to be solicited for
a renewal.' By contrast, it would be unreasonable for
an individual to expect that personal information given
to a health-care professional would be turned over
to a company marketing health-care products, in the
21
absence of the individual's express consent.1
Furthermore, an individual may withdraw her consent at any time, subject to legal or contractual restrictions and reasonable notice. 2 2 In all cases, covered
organizations are obligated to inform the individual of
2
the implications of such withdrawal.1 1
b. Collection of Personal Information Without
Consent
When certain conditions are met an organization may
collect or disclose an individual's personal information without her knowledge or consent. 24 First, an
individual's consent to the collection of her personal
information is not required when the collection is
clearly in the individual's best interest and consent to

itcannot be secured in a timely fashion. 21 Secondly,
consent for data collection is not required when it
is reasonable to expect that seeking an individual's
consent to the data collection would compromise the
availability or the accuracy of the information for
purposes of investigating violations of agreements or
laws. 2 6 Thirdly, consent for collection is not required
where personal information is collected solely for journalistic, artistic, or literary purposes. 27 Lastly, consent
is not required to obtain information that is publicly
available and is specified by the regulations of the
Act.2 8 Additionally, organizations that do not have a
direct relationship with the individual may not always
have to seek consent prior to collecting his or her
personal information. 29
c. Use of Personal Information Without
Consent
In limited circumstances covered organizations may
also use individuals' personal information without their
knowledge and consent. 3 ° First, the Act provides
that personal information may be used without an
individual's consent when an organization reasonably
believes that such information could be useful in law
enforcement, or in an emergency that threatens the
life, health, or security of an individual.' 3' Secondly,
use of personal information is also permitted under
the Act when such use is clearly in the best interest of
the individual and her consent to such use cannot be
timely obtained. 32 Thirdly, use of personal information
is permissible when it is publicly available. 33 Lastly,
personal information may be used without consent in
valid scholarly research so long as other requirements
are met (e.g., the information is used in confidence, or
it is impractical to obtain consent and the organization
using the data informs the Privacy Commissioner of
134
the use).
d. Disclosure of Personal Information Without
Consent
PIPEDA also provides that personal information may
be disclosed to certain parties or for specific purposes
35
without an individual's knowledge and consent.
The parties to whom such disclosures are permitted
include lawyers who represent the organization that has
collected the information, as well as the government
for security, defense, or law enforcement purposes.
Additionally, disclosures of personal information may
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individual access to the information after the decision
be made without securing consent to persons needing
has been made. 47 PIPEDA further demands that when
the information because of an emergency threatening
personal information is no longer needed to fulfill
the life, health, or security of an individual (so long
identified purposes the data should be destroyed,
as the organization later notifies the individual of the
erased, or made anonymous. 48 Organizations bear
disclosure in writing without delay).13 6 Disclosures of
the onus of developing and implementing procedures
personal information may also be made without first
to handle any retention or destruction. 4 9
obtaining individuals' consent to institutions whose
function is to preserve historical records.137 Specific
6.Accuracy
purposes for which personal information may be disThe sixth principle, accuracy, mandates that organizaclosed without first obtaining consent include: (1) debt
tions must ensure that the personal information they
collection by the organization; (2) disclosure pursuant
possess is accurate, complete, and up-to-date, as is
to a court order or a law; (3) an emergency which
necessary for the uses to which the information is
demands disclosure (i.e., when a breach of an agreeto be put. 5 The purpose of the accuracy principle
ment or a law has been or is about to be committed);
is to minimize the possibility that inappropriate or
or (4) valid scholarly research. 3 8
inaccurate information will be used to make decisions
5
about individuals.' '
4. Limiting Collection
PIPEDA's accuracy principle further recommends
Consistent with the Act's other principles, PIPEDA
that organizations using personal information on an
prohibits the indiscriminate collection of personal
3
9
ongoing basis-including information disclosed to
An organization's data harvesting is
information.
third parties-update all data files as often as is neceslimited to the types and amounts of personal informasary to maintain their accuracy. 5 2 Despite the Act's
tion necessary to satisfy the identified purposes for
requirement that personal information be up-to-date,
which the information is collected.141 In accordance
the Act contradictorily provides that unless updating
with principle eight, the openness principle, organizais necessary to fulfill the purpose(s) for which the
tions are obligated to specify the types of personal
14
'
information was collected, an organization may not
information they collect.
routinely update the personal data it has collected.'53

5. Limiting Use, Disclosure, and Retention
PIPEDA's fifth principle mandates that personal data
may not be used or disclosed for purposes other than for
those which it was initially collected.1 42 This "limiting
principle" is subject to an exception where law requires
the new use of the information or such new use has been
consented to by the individual. 43 Organizations using
personal information for new purposes must document
the additional purposes for which the information is
used. 144
The limiting principle also addresses the retention
of personal information by organizations. PIPEDA
recommends that organizations' privacy guidelines
establish minimum and maximum periods for retaining personal information. 4 The Act mandates that
personal information can only be retained by organizations for as long as is necessary for fulfillment
of the purpose(s) for which the information was col46
lected.1
When data is used to make decisions about individuals it must be retained long enough to allow the

7. Safeguards
The seventh principle addresses data security and
safeguards. It demands that organizations protect
all personal information by security measures commensurate with the sensitivity of the information. 5
The safeguards organizations adopt must be designed
to protect personal information against loss or theft, as
well as unauthorized access, disclosure, use, or modification. 5 5 PIPEDA's data security principle recommends that protection of data should include: physical
measures (i.e., locked filing cabinets and restricted
access to offices); organizational measures (i.e., security
clearances and limiting access on a "need-to-know"
basis); and technological measures (i.e., the use of passwords and encryption). 5 6 Organizations are further
required to make their employees aware of the importance of maintaining the confidentiality of personal
information and use care in the disposal or destruction
57
of personal information.
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8. Openness
PIPEDA's openness principle mandates that organizations make detailed information about its policies and
practices for managing personal information readily
available to individuals.' 5 8 This information must be
made available in a form that is generally understandable and must include the following: (1) the name and
address of the person accountable for the organization's
data policies and practices and to whom complaints
or inquiries can be forwarded; (2) the means by which
access can be gained to personal information held
by the organization; (3) a description of the type of
personal information held by the organization and a
general account of the uses to which it is put; (4) a copy
of any materials explaining the organization's policies
and practices; and (5) the extent to which personal
information is made available to related organizations
(e.g., subsidiaries).159 All of this information may be
made available in a variety of ways. 60 The method
chosen should depend on the nature of an organization's
business, as well as other relevant considerations. 6'
PIPEDA provides that an organization may make brochures available in its place of business, mail information
to its customers, establish a toll-free telephone number,
62
or furnish its privacy information online.

9. Individual Access
The ninth principle mandates that individuals, upon
written request, are entitled to learn whether organizations have collected, used, or disclosed their personal
information.
Upon such a request, an organization
must inform the individual whether or not it holds her
personal information. 64 If the organization holds data
about the individual, she has the additional right to
access the data, 65 as well to require the correction of
66
inaccurate or incomplete information.
In some cases, an organization is permitted an additional thirty days to respond to an information request
if such time limit would unreasonably interfere with the
activities of the organization.' 67 Additional extensions
of time may be allowed if it is necessary to convert the
68
data into an alternative format for disabled persons.
If an organization needs an extension beyond thirty
days, it must inform the individual of the need and
reasons for the delay, as well as the new timeframe
to be established. In such cases, the individual may
69
file a complaint with the Privacy Commissioner.
Failure to follow these timing and notice requirements

is the equivalent of refusing the individual's request

70

for information and may carry significant penalties.1
Organizations are, it should be stated, permitted by
the Act to charge a fee for satisfying their access obligations, so long as it informs the individual of the
approximate cost of the search and the individual
advises the organization that she wishes to pursue the
17 1

request.

The access principle provides exceptions in which
an organization may deny individuals access to their
personal information. 72 An organization does not
have to grant access to personal information when:
(1) it is subject to an attorney-client privilege; (2) it
reveals confidential commercial information; (3) it
was generated as part of a formal dispute resolution
process; or (4) it was collected validly (but without
consent) in the course of an investigation. 71 Under
most circumstances, an organization may not proyide
access to personal information when the information
will necessarily reveal the personal information of third
parties. 74 However, an organization may never refuse
access to personal information where a person's life,
health, or security is threatened. 7 5
If an organization refuses a request to provide personal information, it must do so in writing, state the
reasons for such refusal, and set out any recourse available to the individual under PIPEDA. 76 The organization is also required by law to notify the Privacy Commissioner of the refusal. 77 Furthermore, when an
individual challenges the accuracy of her peisonal
information and the organization fails to resolve the
issue to her satisfaction, it is recommended that the
organization disclose the existence of the unresolved
complaint to third parties who have access to the
78
information.1
10. Challenging Compliance
The last PIPEDA privacy principle, challenging compliance, provides that individuals have the right to challenge an organization's compliance with all of the
foregoing principles by giving notice to the person(s)
accountable for the organization's compliance. 79 Coupled with this right of individuals to complain, is an
obligation imposed on organizations: they are required
to institute procedures to handle inquiries or complaints
about their personal information policies and practices,
as well as inform individuals of these complaint procedures. 8 ° The complaint procedures adopted by
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organizations should be easily accessible and simple to
use. 8 ' In each instance, an organization is required to
investigate all complaints and, when they are justified,
the organization is further required to take appropriate
measures, including, if necessary, amending its privacy
82
policies and practices.'

d. The Enforcement of PIPEDA Inside and Outside
of Canada
I. The Basic Framework
In addition to promulgating national privacy standards,
PIPEDA also sets forth a detailed enforcement framework.' 83 The Privacy Commissioner of Canada serves as
the central enforcement authority of Canada's privacy
laws. 84 The Commissioner generally makes privacy
Irecommendations,"

which are powerful "suggestions"

to promote privacy compliance.
The Commissioner has essentially five ways of
ensuring that organizations comply with Canada's
privacy laws: (1) investigating complaints; (2) meditating
disputes; (3) auditing personal information practices; (4)
publicly reporting abuses; and (5) seeking remedies in
Federal Court. 18 5 PIPEDA also authorizes the Privacy
Commissioner to disclose to the Attorney General of
Canada, or of a province, information relating to the
commission of an offense against any law of Canada or
of a province by an officer or employee of an organization.186
Any individual may complain to the Commissioner
about any privacy-related issue, or the Commissioner
may bring privacy actions on his own accord.'87 But no
matter how actions come under review, it is a serious
offense to obstruct any investigation by the Commissioner.'8 8 Additionally, there is no time limit for filing
most types of complaints.' 8 9 However, complaints
about denial of access to personal information must be
generally filed within six months of the refusal. 9 '
Anyone who reports a contravention of PIPEDA
may request that her identity be kept confidential.' 9'
The Act also prohibits an employer from dismissing,
disciplining, or denying a benefit to an employee on
the grounds that she has filed a complaint under the
PIPEDA or has refused to act in contravention of its
9 2
mandates.
If an individual is dissatisfied with the results of
an investigation by the Privacy Commissioner, she
93
can apply directly to the Federal Court for relief.
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Among the remedies an individual can obtain are an
order requiring the organization to correct its practices
or an award of damages, including damages for any
94
"humiliation" suffered by the individual.
So far, the Privacy Commissioner has taken a primary role in educating the public about privacy concerns. Under PIPEDA, the Privacy Commissioner has
the statutory authority to publicize any information
relating to personal information management practices
95
of organizations if it is in the public interest.'
'

The Commissioner has also taken action against
organizations for failures to comply with the Act's
provisions. Perhaps the highest profile action taken
by the Privacy Commissioner thus far has been against
Air Canada. 96 In the summer of 2001, Air Canada
sent members of its Aero Plan frequent flyer program
a brochure entitled, "All About Your Privacy," which
listed five circumstances in which personal information
may be collected and/or disclosed unless the individual
expressly did not consent to such action.' 97 In this
case, Air Canada intended to disclose, among other
information, individuals' financial information.'9 8 After
a July 18, 2001 written warning, Air Canada abandoned
this plan rather than face a formal investigation by the
Privacy Commissioner.' 99

2. Extraterritorial Enforcement
Although Canada's privacy laws certainly apply to
covered organizations located in Canada, a more difficult question is raised when trying to determine
their effects on companies located solely within the
United States that happen to collect, use, or disclose the
personal information of Canadians. As discussed earlier,
PIPEDA will certainly affect American companies.
This is because of PIPEDA's secondary data transfer
requirements which force Canadian companies to
incorporate the Act's privacy requirements into all
contracts which contemplate the transfer of Canadians'
personal information to U.S. or other foreign companines. 20 ' But to date Canadian law provides mixed
guidance on how it will address the extraterritorial
effects of the Act.
Canadian courts require a "real and substantial connection" to a jurisdiction for that jurisdiction's laws to
apply.20 ' Most provinces hold that conducting business
in a jurisdiction is sufficient to establish a "real and
substantial connection."2 0 2 However, e-commerce is
a very different animal; one may conduct business in
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a jurisdiction and collect personal information on its
residents without relying upon a network of distributors, retailers, and others who transact business in the.
territory itself.
Thus far, Canadian courts have held that U.S. companies, in certain situations, must comply with Canadian laws, even though they are not physically located
within Canada.2"' In one instance, Canada's Federal
Court held that it had appropriate jurisdiction over a
U.S.-based company's website, the "Canadian Yellow
Pages on the Internet."20 4 The court was satisfied that,
although the defendant was entirely located within
the United States, the advertising was actually "in"
Canada (so to speak) and was directed at Canadians.20 5
Similarly, the Supreme Court of Newfoundland and
the Alberta Securities Commission, in cases involving
false statements made outside of Canada to inflate stock
prices, held that the defendants were subject to Newfoundland and Alberta's jurisdiction because damage
was suffered by investors in those provinces.2" 6 These
cases' outcomes are further reflected by a Canadian
securities ruling which held that persons must comply
with that jurisdiction's security laws when posting on
the Internet offers to sell or trade securities which are
available to residents of the jurisdiction.
In other instances, however, Canada has taken a
more limited view of its ability to secure jurisdiction
over foreign online entities. The Superior Court of
Quebec, for example, has held that it lacked jurisdiction
over a trademark infringement claim, even though the
alleged infringing trademark was available in Quebec
via the Internet.2 °7 In similar vein, the Copyright
Board of Canada held that music transmitted across
the Internet is only subject to the royalty provisions
of Canada's Copyright Act when the music originates
from a server located within Canada. 2 8 Finally, the
British Columbia Court of Appeals has also refused
to recognize a default judgment obtained in Texas
regarding the Internet activities of a Canadian company
whose only connection to Texas was posting a message
on an Internet bulletin board. 209
The extent to which PIPEDA will operate extraterritorially is therefore unclear. On the one hand,
American companies receiving personal data from
Canadian organizations will undoubtedly be contractually bound to comply with its requirements. On the

other hand, the extent to which Canadian judicial
bodies will exercise jurisdiction over foreign entities is

not entirely certain. Nevertheless, there is at least one
thing that is certain: American businesses that collect,
use, or disclose the personal information of Canadians
need to assess how they handle personal information in
order to avoid potential liability under PIPEDA.

IV. Thinking Ahead: Your Client's Business
and Compliance with PIPEDA
In light of all the foregoing, this Section suggests some
of the specific business processes that American businesses should adopt in order to harvest Canadians'
personal information in compliance with PIPEDA. Businesses, first and foremost, must appoint an individual
responsible for implementing policies and practices
regarding the collection, security, and use of personal
information. These policies must also then, quite
obviously, be successfully implemented.
As part of these procedures, businesses must be
sure to institute security measures-both technical

and physical-to prevent (or at least hinder) the unauthorized access or theft of the personal information
they have collected. Furthermore, as part of these
procedures, businesses must provide a means for the
data subjects to access, review, and revise their personal
information. Companies should also develop procedures to handle complaints from individuals regarding
the use of personal information.

In terms of retaining the data collected, businesses
should develop data retention policies and procedures
that systematically dispose of data that has outlived its
usefulness, i.e., that is no longer serving the purpose(s)
for which it was initially collected. Along these same
lines, companies should develop a means of segregating
data that is put to different uses, based upon the notice
given to and consent received by the data subjects.
Companies also need to exercise caution when
drafting and delivering privacy policies or notices
to individuals and business partners. These policies
may create enforceable (albeit implied) contractual
obligations. Likewise, it is important for companies to
use contractual means to ensure that all of its business

partners conform to all applicable laws.
The appendix provides a general privacy checklist
promulgated by the Canadian Privacy Commissioner.
This checklist should guide lawyers when counseling
business clients about developing practices and procedures to satisfy their obligations under PIPEDA.

Appendix:
Canada's Privacy Commissioner's PIPEDA Privacy Questionnaire
For further information concerning this questionnaire, please visit http://www.privcom.gc.ca. Additionally, the Ontario Privacy
Commissioner has a more comprehensive privacy survey available at http://www.ipc.on.calenglishlresourceslpdtlpdt.pdf
I. Personal information holdings:
* Do you know what personal information is?
* Do you collect, use or disclose personal
information in your day-to-day commercial activities?
* Do you have an inventory of your personal
information holdings?
* Do you know where personal information is held
(physical locations and files)?
* Do you know in what format(s) the personal
information is kept (electronic, paper, etc.)?
" Do you know who has access to personal information
in and outside your organization?

II. Information for customers and employees:
" Do you have documents that explain your personal
information practices and procedures to your customers?
" Does this information include how to:
- obtain personal information?
- correct personal information?
- make an inquiry or conzplaint?
" Does this information describe personal information
that is:
- held by the organizationand how it is used?
- disclosed to subsidiariesand otherthird parties?
* Do you have a privacy policy for your Web site?
* Is your privacy policy prominent and easy to find? Is
it easily understandable?
* Do your application forms, questionnaires, survey
forms, pamphlets and brochures clearly state the
purposes for the collection, use or disclosure of personal
information?
* Have you reviewed all your public information
material to ensure that any sections concerning personal
information are clear and understandable?
* Have you ensured that the public can obtain this
information easily and without cost?
* Is this information reviewed regularly to ensure that
it is accurate, complete and up to date?
* Does this information include the current name or
title of the person who is responsible for overseeing
compliance with the Act?

Ill. Information for customers and employees:
" Do you have documents that explain your
personal information practices and procedures
to your customers?
" Does this information include how to:
-

obtain personal information?
correct personal information?
an inquiry or complaint?
-make

" Does this information describe personal information
that is:

- held by the organization and how it is used?
- disclosed to subsidiariesand other third parties?
" Do you have a privacy policy for your Web site?
" Is your privacy policy prominent and easy to find?
Is it easily understandable?
* Do your application forms, questionnaires, survey
forms, pamphlets and brochures clearly state the
purposes for the collection, use or disclosure of
personal information?
" Have you reviewed all your public information
material to ensure that any sections concerning
personal information are clear and understandable?
" Have you ensured that the public can obtain this
information easily and without cost?
" Is this information reviewed regularly to ensure that
it is accurate, complete and up to date?
" Does this information include the current name or
title of the person who is responsible for overseeing
compliance with the Act?

IV. Limiting collection, use, disclosure and retention to
identified purposes:
" Have you identified the purposes for collecting
personal information?
" Are these purposes identified at or before the time
the information is collected?
" Do you collect only the personal information needed
for identified purposes?
" Do you document the purposes for which personal
information is collected?
" If you gather and combine personal information
from more than one source, do you ensure
that the original purposes have not changed?
" Have you developed a timetable for retaining and
disposing of personal information?
" When you no longer require personal information for
the identified purposes or it is no longer required by
law, do you destroy, erase or make it anonymous?

V. Consent:
" Does your staff know that an individual's consent
must be obtained before or at the time they collected
personal information?
" Does your staff know they must obtain an individual's
consent before any new use or new disclosure of the
information?
" Do you use express consent whenever possible, and
in all cases where the information is sensitive or the
individual would reasonably expect it?
" If your consent statement worded clearly, so that an
individual can understand the purpose of the collec
tion, use or disclosure?
" Do you make it clear to customers that they need
not provide personal information that is not essential
to the purpose of the collection, use or disclosure?

VII. Ensuring accuracy:
• Is personal information sufficiently accurate, complete
and up to date to minimize the possibility that your
organization might use in appropriate information?
" Does your organization document when and how
personal information is updated, to ensure its
accuracy?
" Do you ensure that personal information received
from a third party is accurate and complete?

VIII. Safeguards:
" Have you reviewed your physical, technological and
organizational security measures?
" Do they prevent improper access, modification, collection, use, disclosure and/or disposal of personal
information?
" Is personal information protected by security safeguards
that are appropriate to the:
- sensitivity of the information?
- scale of distribution?
-format of the information?
- method of storage?

" Have you developed a "need-to-know" test to limit
access to personal information to what is necessary to
perform assigned functions?
" Has your staff been trained about security practices
to protect personal information? For example, is staff
aware that personal information should not be left
displayed on their computer screen or desktops in their
absence?
" Is your staff. aware that they should properly identify
individuals and establish their right o access the personal information before disclosing it?
" Do you have rules about who is permitted to add,
change or delete personal information?
" Is there a records management system that assigns user
accounts, access rights and security authorizations?
* Do you ensure that no unauthorized parties may dispose of, obtain access to, modify or destroy personal
information?

VI. Third party transfer:
• Do you use contracts to ensure the protection of
personal information transferred to a third party for
processing?
" Does the contract limit the third party's use of
information to purposes necessary to fulfil the contract?
" Does the contract require the third party to refer
any requests for access or complaints about the
intformation transferred to you?
" Does the contract specify how and when a third
party is to dispose of or return any personal
information it receives?

IX. Requests for access to personal information:
* Is your staff aware of the time limits the law allows to
respond to access requests?
" Can you retrieve personal information to respond to
individual access requests with a minimal disruption
to operations?
" Do your information systems facilitate the retrieval and
accurate reporting of an individual's personal information, including disclosures to third party organizations?
" Do you provide personal information to the individual
at minimal or no cost?
" Do you advise requesters of costs, if any before personal
information is retrieved?
* Do you record an individual's response to being notified
of the cost of retrieving personal information?
* Do you provide personal information in a form that
is generally understandable? (For example, do you
explain abbreviations?)
* Does your organization haveprocedures for responding
to requests for personal information in an alternate
format (such as Braille or audiotapes)?
X. Handling complaints
" Can an individual easily find out how to file a complaint with you?
" Do you deal with complaints in a timely fashion?
" Do you investigate all complaints received?
" Are your customer assistance and other front-line staff
able to distinguish a complaint under the law from a
general inquiry? If unsure, do they discuss this with
the individual?
" Do you advise individuals about all available avenues
of complaint, including the Privacy Commissioner
of Canada?
" Are staff responses to public inquiries, requests and
complaints reviewed to ensure they are handled fairly,
accurately and quickly?
• When a complaint is found to be justified, do you take
appropriate corrective measures, such as amending
your policies and advising staff of the outcome?
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